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Food security has become a major concern for most countries. This is due to: 1) the growth of the
world population, 2) the decline of natural resources, 3) the loss of agricultural land, and 4) the
increase of unforeseen environmental conditions (storms, fires, and other natural hazards). The
fire outbreak, in general, has developed into a serious concern. In the coming years, the rate of
fire outbreaks could rise exponentially, requiring immediate attention to avoid loss of property
and life. To resolve such an issue, a shift from the agricultural industry to smart agriculture via
applications of 1) the Internet of Things (IoT), 2) embedded systems, and 3) sensors for fire
prevention are required to improve operational efficiency and productivity. A fire detection and
anti-fire security (FDAS) system in smart agriculture using the IoT and embedded system is
proposed. The proposed system has four technology levels: 1) the edge network layer, 2) the fog
network layer, 3) the cloud computing layer, and 4) the data representation layer. The proposed
system uses an embedded system like a Raspberry Pi device and sensors to measure the amount of
fire smoke in the air and the proportion of fire in the area. The data obtained from the sensors are
sent over the internet to the ThingSpeak platform using the machine-to-machine-based Message
Queuing Telemetry Transport (MQTT) protocol for further display and analysis. Data available is
then 1) stored, 2) processed, and 3) visualized through the ThingSpeak platform in real-time. An
e-mail alert is sent to the farm owner if a fire is detected on the farm using the Simple Mail
Transfer Protocol (SMTP). When a fire is detected, the anti-fire system is activated. It further
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filters and analyzes the data using the MATLAB application. Python programming language is also
used to develop the program source code. The performance results of the proposed scheme show
an accurate fire detection and anti-fire system performance for improving food security and
sustainability in agriculture.

Nomenclature
Acronyms
Adruino IDE Adruino integrated development environment
ADC Analog-to-digital converter
Al Artificial Intelligence
EDA electronic design automation
FAO Food and Agriculture Organization
FDAS Fire Detection and Anti-Fire Security
GPIO general purpose input/output
GRID global resource information database
IIoT Industrial Internet of Things
IoT Internet of Things
LAN local area network
LINUX lovable intellect not using XP
LSB least significant bit
MATLAB matrix laboratory
MCP microchip converter programmable
MQTT  message queuing telemetry transport
MTAs message transfer agents
0Os operating system
PC personal computer
PCS personal communications service
PoE power over ethernet
SMTP simple mail transfer protocol
SMTPS simple mail transfer protocol secure
SPI serial peripheral interface
SSL secure sockets layer
TLS Transport Layer Security
UNEP united nations environment program
UAV Unmanned Aerial Vehicle
USA United States of America
VNC virtual network computing
Wi-Fi wireless fidelity
Symbols
Vout digital output voltage
Vin analogue input voltage
Viet reference voltage
Yeal calibrated output
Vieal non-calibrated output
Introduction
Agriculture — rise in demand, resources, and world population

Agriculture is one of the most important economic sectors in the world. It provides the food needs of nearly 7.5 billion people. This
food requirement is increasing at a breakneck pace, which could increase the demand for food and animal materials [1]. For example,
the United States of America (USA) produces large quantities of meat by occupying second place in the world after Brazil. These large
quantities are in the production of meat for preservation which puts tremendous pressure on agricultural resources by raising livestock,
etc. This pressure exerted by humans on agricultural and forest resources constitutes a real threat to humans, as recognized by the Food
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and Agriculture Organization (FAO) [2]. According to estimates, the world population will reach 10 billion by 2050. According to the
United Nations FAO, food production will need to expand by around 70 % to feed this growing population [3,4].

Serious threat to food security, concept of smart agriculture, and motivation of this work

According to a new analysis by UN Environment Program (UNEP) and the global resource information database (GRID)-Arendal,
climate change and land-use change are expected to increase the frequency and intensity of wildfires. These wildfires will have a global
rise of 1) up to 14 % by 2030, 2) 30 % by the end of 2050, and 3) 50 % by the end of the century [5]. This could affect meat production
and can dramatically affect the vegetation too. This is due to the vast areas of forests that are uprooted to secure natural pastures. The
same is the case with the Amazon Forest in Brazil [6,7]. In addition, fires pose a serious threat to food security in the world. Especially
in recent years due to climatic changes that have led to a rise in global temperature, as is the case with the fire that killed large areas of
the Amazon Forest in 2020 [8,9].

Similarly, North Africa was not spared from the scourge of fires in this pursuit. It has recently been known that fires that destroyed
agricultural products in northern Morocco significantly impacted the farmers who were affected by the lack of crops [10-12]. In the
face of this dangerous pest, whose severity is increasing dramatically due to several human and natural factors, there has become an
urgent need to find effective scientific alternatives to avoid these fires before the fire intensify to protect the population’s food security,
which is the primary motivation of this work. The aim is to fill the gap that has been developed in the agriculture field through time due
to the danger caused by fire outbreaks. Based on this, smart agriculture which relies heavily on technological development plays a
significant role in increasing agricultural production. This also plays a major role to meet the world population’s needs while mini-
mizing and avoiding fires that could pose a substantial threat to global food security [13-15].

Intelligent systems, forest monitoring, and control

Intelligent systems were created at a technological level to answer environmental and social concerns. These systems have made
the lives of people more profitable and productive worldwide. A wide range of applications is being developed for these goals. Smart
forests look to be a viable option for natural ecological long-term viability with features such as: 1) environmental health assessments,
2) climate change, 3) animal monitoring, 4) natural disaster early warning, and 5) monitoring systems [16]. Forests encompass about
four billion hectares or about one-third of the world’s land surface. Plants and animals dominate it. Forests have a tremendous
environmental influenced by: 1) preventing warming to a greater extent, and 2) reducing pollutants created by humans. However, the
forest fire could pose a significant hazard. It has the potential to: 1) unleash an enormous environmental disaster, 2) increase human
and wildlife deaths, 3) hurt the ecosystem and economy, and 4) biodiversity. Forest fires spread swiftly and go unchecked in many
nations harming and killing many people and animals yearly [17]. This makes forest monitoring and controls a significant issue.
Adequate solutions must be found to reduce forest fires while protecting vital resources.

New technology and smart agriculture

New technologies such as the IoT are increasingly deployed in agriculture systems. Most farmers use large tracts of farmland
making every turn challenging to reach and follow. As a result, IoT technology helps maintain and expand agricultural productivity.
[18-23]. This article discusses the difficulty of continuously transmitting and processing large quantities of Big Data in industrial
environments. Additional data security measures are required due to the increasing use of cloud platforms to store huge amounts of
data on unreliable servers. However, existing authentication mechanisms for Industrial Internet of Things (IIoT) devices suffer from
drawbacks, including single-factor authentication and low adaptability, compounded by the growing number of IIoT devices and the
diversity of end users [19]. On the other hand, this study [20] examines the integration of technology in agriculture. It focuses strongly
on the use of smart devices to monitor crops in real-time. The study addresses privacy and security issues in the context of smart
agriculture, with a focus on precision farming and the possible effects of cyber attacks on economies that rely heavily on agriculture.
Focusing on a review of associated devices and communication methods, this study examines the benefits and challenges of integrating
wireless sensors and [oT in agriculture [21]. An IoT-based intelligent agricultural system that streamlines farming procedures is
presented in the study [22]. Farmers benefit from improved production efficiency and product quality thanks to the integration of
intellectualized products, which also reduces time-related costs and increases crop yields. In addition, an IoT-based sound detection
algorithm was presented by the authors of the study [23] to detect red palm weevil larvae in date palms. This technology is a viable
option for early pest control in smart agriculture due to its high accuracy in identifying infestations.Fires are considered one of the
unexpected events that have an impact on farm production. The fires have developed into a serious concern requiring immediate
attention to avoid loss of property and life. This has put the lives of farmers, agricultural production, and farmed animals at grave risk
due to the fire outbreak [24]. The study’s authors [25] focus on the real-time detection and prediction of abnormal conditions using a
wireless equipment package for fire water systems. The main objective of this study is to improve fire suppression efficiency. Rescue
and firefighting efforts are critical, and hidden or dry hydrants can lead to firefighting failures. This study [26] implements an
intelligent fire detection system using sensors such as smoke and flame sensors that simultaneously protect people and valuable
property by alerting homeowners, emergency services, and police stations in the fire district. In this work [27], a dataset of real forest
fires was used to identify the real-time behavior of IoT sensors. This will facilitate secure operational efficiency, throughput, and field
network management decisions for the precision agriculture sector. To avert these losses, one way is to respond immediately to this
situation. Early fire detection followed by an anti-fire system will protect the farm from loss of life and property by installing a 1) fire
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alarm system, and 2) automatically activating sprinklers to put out the fire proposed in this study [28-34]. This article [29] presents a
wireless IoT system for monitoring indoor air quality. It uses air quality, temperature, and humidity sensors and a Raspberry Pi 2. The
system provides real-time data, stores it in the cloud, and sends e-mail alerts in the event of high pollution levels. It offers an affordable,
portable solution for improving indoor air quality, with a direct impact on the health of occupants. In addition, this article [30]
highlights the loss of 11.9 million hectares in forest fires in 2019 and the continuing increase in the area under threat. Recent fires in
Australia have resulted in the death of a billion animals, including 25,000 koalas. To prevent these disasters, it is crucial to detect fires
early. To this end, we are using an ESP32 card with rain, sound, DHT11, and PIR sensors. Further, This article [31] proposes the design
and implementation of a fire safety system for controlling and monitoring a siren using a new on- board, in order to autonomously
manage fire detection and extinguishing in a Smart Farm. This innovative system, called Fire Safety System Smart Farm (F3SF), is
based on the Atmega328p microcontroller and enables continuous monitoring of the Smart Farm in the event of a fire. Thanks to
specific sensors connected to the F3SF board, the system automatically detects fires and controls and automatically maintains the
sirens and sprinklers used to extinguish them. The F3SF-0X version of the system is implemented using a voltage sensor, an H-bridge,
an ATMega328p microcontroller, a flame sensor, an MQ-135 gas sensor, a water sprinkler, and an electronic relay. The system is
simulated using the EasyEDA web-based software tool. This paper [32] presents the development of an embedded system for intel-
ligent lighting and ventilation, designed to detect human presence in order to control lighting and monitor parameters such as hu-
midity, temperature, CO2 and smoke in real-time, thus ensuring optimal ventilation and the prevention of fire and smoke-related
accidents. The system incorporates ready-to-deploy software, enabling real-time monitoring via HTTP protocol, accessible from a
smartphone or computer. In addition, sensor data is stored in real-time on a cloud server, enabling users to monitor this information
remotely from anywhere in the world. On the other hand, this paper [33] presents an intelligent technology for continuously assessing
the fire scene and associated risks by analysing variations in the sound field. It focuses on quantifying the attenuation of sound pressure
caused by fire, thus providing a sound scientific basis for the development of this technology. The fire monitoring system is demon-
strated through the use of a real alarm and low-intensity acoustic sensors, illustrating its effectiveness in real-life conditions. In
addition, a roadmap is proposed for the application of this alarm-based monitoring method in intelligent firefighting. Although many
systems exist and are highly developed in actual circumstances, the proposed ones have been merely deployed. Moreover, the proposed
systems are 1) unstable in automation, 2) expensive, and 3) difficult to install.

Agricultural practices, artificial intelligence, and focus of this work

Agricultural practices are changing dramatically as image processing and analysis tools are combined to give a simple solution and
conquer the difficulties of agricultural fires. In this regard, this paper [35] proposes a system for early fire detection using sensor
networks and Unmanned Aerial Vehicle (UAV) technologies. The system analyzes environmental factors by combining cloud
computing, UAVs, and wireless sensors. In addition, image processing methods improve the accuracy of fire recognition. Artificial
Intelligence (AI) is a new technique and method used in the agricultural field for fire detection. Further, this paper [36] discusses the
technological and economic benefits of Al applications for agricultural infrastructure safety. Forest fires cause significant losses to the
agricultural sector, including damage to livestock buildings and crops, as well as disruption to day-to-day operations. While these
strategies are beneficial, they have little practical use on the farm. The case for Al is based on accurate computer simulations used for
risk assessment, smoke movement analysis, and post-incident analysis. Fire combustion produces: 1) smoke, 2) heat, 3) flame, 4) gas,
5) temperature, 6) smoke concentration, 7) carbon monoxide, and 8) by-products. Also, temperature, smoke concentration, and carbon
monoxide are all characteristics of fires. For this purpose, it used sensors to detect fires [37]. This article [38] presents the design and
development of a multi-sensor fire detection system based on fuzzy logic, as well as a notification system via a web platform. Until
recently, the majority of consumer fire detection systems were based exclusively on smoke detectors. It has been shown that the
protection offered by these devices is limited by the type of fire and the detection technology used. This problem is exacerbated by the
lack of effective warning and notification mechanisms. Indeed, a conventional system often requires the physical presence of a person
to respond to the alarm. In developing countries, poor planning and management have a negative impact on the response times of fire
brigades and rescue teams. To overcome these shortcomings, a fuzzy logic system was implemented using an Arduino development
board, integrating data from an MQ2 smoke sensor, a temperature sensor and a flame sensor. Information from the detection system is
transmitted in real time by SMS (Short Message Service), via a GSM (Global System for Mobile Communication) SIM900 module, to the
web system and the homeowner or manager. Access to the web system also enables fire brigades and rescue teams to receive real-time
information on the location of the incident. In addition, with the world’s population growing rapidly, traditional farming methods are
no longer sufficient. It is therefore crucial to adopt innovative agricultural techniques to meet growing food needs. This paper [39]
presents smart agricultural systems integrating embedded technologies and IoT, as well as wireless sensor networks for agriculture and
livestock. It describes systems, electronic circuits, communication protocols, and intelligent monitoring solutions accessible via PCs
and smartphones, while proposing recommendations and discussing future prospects for technologies in intelligent agriculture.
Furthemor, this study [40], presents the design and implementation of a fire safety system designed to control and monitor a siren
using an Arduino Uno. The aim of this system is to reduce the risks during the evacuation process, in order to protect both medical staff
and patients at Morocco’s University Hospitals. To tackle the problem of managing and monitoring the siren in the event of a fire, we
developed a new device capable of controlling the siren during an incident and transmitting its status to the control and signalling
equipment. The hardware used was an Arduino UNO, a voltage sensor, an H-bridge, a voltage regulator, a bipolar transistor, an
optocoupler, an LCD screen and the siren. On the software side, the Arduino IDE and EasyEDA were used. On the other hand, the paper
[41] mainly presents the development of a wireless sensor network dedicated to intrusion and fire detection. A sensor network model
has been designed to monitor temperature and carbon monoxide levels. A device is proposed as a wireless sensor unit to perform this
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monitoring. In addition, a method is put forward for identifying variations in temperature and carbon monoxide levels, enabling
intrusion and fire detection. Finally, the paper investigates the data transmission process within a wireless sensor network to optimise
fire and intrusion detection. The ThingSpeak platform is used which saves data from sensors in real-time. The farm owner can further
download and analyze this data obtained over the internet to the ThingSpeak platform via MQTT Protocol [42,43]. Simple Mail
Transfer Protocol (SMTP) is also used because it is a highly secure and efficient way to transmit notifications to e-mail [44]. Also, the
sensors generally used for fire detection and anti-fire systems to enhance food security similar to those used in many applications are
subject to measurement noise and stochastic disturbance where measurement noise is zero mean white noise process while stochastic
disturbances are the output of a linear system driven zero mean white noise. In such cases, noise echo cancellation is recommended for
restoring the sensor performance [45]. To improve farming practices, smart sensing in sustainable agriculture involves the use of
technologies such as cloud platforms, deep learning, and machine learning [46]. This article [47] presents concrete examples of
promising materials for the production of wireless devices for the transmission and analysis of digital information. In addition, this
article [48] provides concrete examples of modelling and solving optimisation problems. This work focuses on detecting and pre-
venting fire outbreaks in real time by utilizing 1) IoT, 2) embedded systems, and 3) communication protocols.

Main contribution of this work

The main contribution of this work is the proposed Fire Detection and Anti-Fire Security (FDAS) system. The system is proposed in a
smart agriculture environment using the IoT and embedded systems while improving operational efficiency and productivity. The
graphical abstract of the proposed scheme can be seen in Fig. 1. The proposed system has four layered identifications: 1) the edge
network layer (at its most basic level, edge computing brings computation and data storage closer to the devices where it is being
gathered rather than relying on a central location that can be thousands of miles away), 2) the fog network layer (a fog device (or fog
node) is a highly virtualized IoT node that provides computing, storage, and network services between edge devices and the cloud. It
has characteristics like those of the cloud), 3) the cloud computing layer (it is the on-demand availability of computer system resources,
especially data storage (cloud storage) and computing power without direct active management by the user), and 4) the data pre-
sentation layer (the proposed system uses an embedded system like a Raspberry Pi is small single board computer). The proposed
system uses an embedded system like a Raspberry Pi device and sensors such as a fire smoke sensor and flame sensor to measure the
amount of fire smoke and the amount of smoke in the air. The data obtained from the sensors are sent through the internet to the
ThingSpeak platform via the MQTT protocol for further visualization and analysis. Data available is 1) stored, 2) processed, and 3)
visualized through the ThingSpeak platform in real-time. Once the data is analyzed, an e-mail notification on fire detection is sent to
the farm owner. The owner, in return, confirms to alert the firefighters and an activated anti-fire system. When a fire is detected, the
proposed firefighting system aims to operate at a record speed and with an average e-mail sending time of 1.75 s. This would also allow
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Fig. 1. Graphical abstract of the proposed FDAS system'

ISMTP and MQTT are the acronyms of simple mail transfer protocol and message queue telemetry transport, respectively.
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the farmer to monitor his farmed crops while sitting anywhere remotely and with a minimal cost. Note that the MATLAB application
prepares, filters, and analyzes the data. The Python programming language is utilized to develop the program source code. The
performance results of the proposed scheme show an accurate fire detection and anti-fire system performance for improving food
security and sustainability in agriculture.

Formation and layout of this paper

The formation of the rest of the paper is as follows. The research methods are described in Section 2. In Section 3, a proposed
algorithm of the FDAS system is represented. Results and discussion of the proposed FDAS system are presented in Section 4. The
conclusions and future work are presented in Section 5. The layout of this work can be seen in Fig. 2.

Research methods

The Internet of Things (IoT) technology has many applications. This technology and its use are rapidly increasing in smart agri-
culture. It functions according to how it was designed and developed. However, there is no globally accepted standard-defined ar-
chitecture for functioning. The architecture of the IoT is determined by its usefulness and application in various domains. This section
will discuss the proposed IoT architecture and block diagram of the FDAS system.

IoT architecture of the FDAS system

Fig. 1 shows the architecture of the proposed system that has been set up to collect and process data in agriculture effectively. This
system consists of four layers: 1) the edge network layer, 2) the fog network layer, 3) the cloud computing layer, and 4) the data display
layer. The proposed IoT architectural layer functionality for the FDAS system is addressed as follows: Firstly, the edge network layer
comprises physical network sensors used in the system. These sensors are fire smoke sensors, flame sensors, and anti-fire systems. The
functionality of these sensors is to block fire. The farm owner or laborers can interact with the system immediately. Secondly, the fog
network layer contains only the router (access network) as an intermediate to connect the edge and cloud computing layers. Thirdly,

Section Il: Research Methods

2.1 10T Architecture of the FDAS System
2.2 Block Diagram of the FDAS System

Section Ill: Proposed Algorithm

3.1 The Algorithm of the FDAS System

3.2 The Algorithm of Python code execution on Raspberry Pi
3.3 The Pseudo-Code of the Proposed FDAS System.
3.4 The Hardware Requirements

Section IV: Results and Discussion

4.1 Experimental Results of the FDAS System

4.2 Sensor Output on Cloud ThingSpeak and App ThingView
4.3 Export Data and Send Alert E-mail
4.4 Discussion and Comparison

Section V: Conclusion and Future Work

Fig. 2. Framework of this paper.
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the cloud computing layer is the heart of the proposed system. It contains the algorithm developed to control the system: the cloud
Thingspeak platform and the SMTP server. Fourthly, the data presentation layer in this last layer lets the users and administrator of the
system handle all the data acquisition on the MATLAB platform which are: 1) visualization, 2) interpretation, 3) analyzing, and 3)
controlling the system. A low-cost sensor node may monitor various environmental parameters such as 1) dampness, 2) fire smoke, and
3) flame. MATLAB code in the ThingSpeak cloud application sends this data through IoT to mobile phones or PCs. ThingSpeak is a
cloud-based IoT analytics platform for farmers that allows them to 1) collect, 2) view, and 3) analyze real-time data streams. A farmer
may use these gadgets to feed data into ThingSpeak allowing them to create real-time visualizations of the data. ThingSpeak is an IoT
analytics program that assists farmers by: 1) collecting, 2) displaying, and 3) analyzing real-time data streams before acting on the
information. The farmer may study the data and submit it to the ThingSpeak Cloud or ThingView.

Block diagram of the FDAS system

The block diagram of the proposed FDAS, shown in Fig. 3, consists of several essential levels. The system is divided into four main
functional blocks: 1) sensors, 2) control unit, 3) actuators, and 4) display of collected data. Firstly, the sensor block includes a smoke
sensor, which is responsible for detecting smoke particles in the air, and a flame sensor, which completes the detection by identifying
the direct presence of flames. These sensors transmit analog signals to the MCP3208 analog-to-digital converter (ADC), a component
with 8 channels and 12-bit resolution, chosen for its affordability and ease of integration. As the Raspberry Pi 3 has no analog inputs,
the MCP3208 is essential for converting analog signals into digital signals that the microcontroller can process.

The control unit, consisting mainly of the Raspberry Pi 3, manages the conversion of digital signals and processes sensor data in
real-time. Thanks to the ThingSpeak platform integrated into the cloud block, the data can be viewed and analyzed in real-time. Data is
transmitted to the cloud platform using the MQTT protocol, providing a stable and efficient IoT connection for remote monitoring. To
maximize accessibility, the ThingView application is also implemented, making it easy to consult the data on mobile devices and
personal computers. SMTP protocol is integrated for the transmission of e-mail alerts, sending notifications directly to farm owners and
fire brigades if a potential fire is detected. This communication system ensures a rapid response by instantly alerting the relevant
parties to a critical situation. Finally, an actuator system is provided, controlling fire-fighting pumps that can be activated automat-
ically if a fire is detected, enhancing the safety of the farm site. So, the block diagram in Fig. 3 illustrates a complete, real-time fire
monitoring system, combining detection, control, communication, and rapid response to provide optimum protection for farms. Since
the Raspberry Pi lacks analog inputs, many available sensors are inconvenient. It was required to expand the capabilities of the FDAS
system by adding extra sensors. Therefore, a simple and inexpensive solution was considered. The solution was the MCP3208. The
MCP3208 is an 8-channel analog-to-digital converter with a 12-bit resolution (ADC) [50]. It is inexpensive, simple to attach, and
requires no other components. It uses the SPI bus protocol, supported by the GPIO header on the Pi.

The application of MQTT and SMTP in intelligent agriculture, particularly for fire detection, improves the efficiency, reliability and
scalability of communication systems. It enables real-time monitoring, rapid response and automation potential to mitigate the impact

Email - Alert

Sensors ADC Converter Raspberry Pi

Fig. 3. Block diagram of the FDAS system?.
2ADC, SMTP, and MQTT are the acronyms of an analog-to-digital converter, simple mail transfer protocol, and message queue telemetry transport,
respectively.
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of fires in agriculture. The detail of SMTP and MQTT as follows:

e MQTT, short for Message Queuing Telemetry Transport, is a standardized messaging protocol designed to facilitate machine-to-
machine communication, particularly in the, field of the IoT. It offers a prominent solution for efficient data transmission be-
tween [oT devices, thanks to its smooth implementation, small code footprint, and ability to ensure seamless connectivity with
millions of devices. MQTT guarantees reliability even in unreliable network environments, while facilitating message encryption
and device authentication, ensuring secure communication. With extensive support for several programming languages, including
Python, MQTT is a fast and efficient solution for a variety of application scenarios.

e SMTP stands for Simple Mail Transfer Protocol. It is a communications protocol used to send and receive e-mail messages over the
Internet. Mail servers and other Message Transfer Agents (MTAs) use SMTP to send, receive, and relay e-mail messages. Simple Mail
Transfer Protocol Secure (SMTPS) enhances the security of SMTP by using the transport layer, ensuring authentication of
communication partners, data confidentiality, and integrity. This protocol relies on Secure Sockets Layer (SSL) or (Transport Layer
Security (TLS) to establish a secure connection, thus preserving the confidentiality and integrity of e-mail exchanges. Although the
client and server continue to use the standard SMTP protocol at the application level, the connection is secured by SSL or TLS. In
SMTP architecture, the sender’s client or mail server plays the role of SMTP client, establishing a secure connection with the server
and transmitting the e-mail with recipient details, subject, and message content. The recipient’s server processes the e-mail and
determines the next appropriate server based on the recipient’s address, which may be another SMTP server on the transmission
path or the recipient’s final mail server.

After presenting the proposed cloud-based IoT architecture for agriculture and the block diagram of the proposed system, the
algorithms of the FDAS system and python code execution on Raspberry Pi are expressed.
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Fig. 4. The algorithm of the FDAS system®.
3GPIO, MCP, SMTP, MQTT, and RPi are the acronyms of general-purpose input/output, microchip converter programmable, simple mail transfer
protocol and message queue telemetry transport, and Raspberry Pi, respectively.
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Proposed algorithm of the FDAS system

Due to population expansion, the proposed FDAS system using IoT technology offers many advantages, such as 1) smart -efficient
management of resources, 2) knowledge development, 3) improved agricultural sustainability, and 4) accurate real-time monitoring to
avoid losing crops. This section will discuss 1) the flow chart for an FDAS system, 2) the flowchart of python code execution on
Raspberry Pi, and 3) the pseudo-code of the proposed FDAS system.

The algorithm of the FDAS system

The FDAS system algorithm is shown in Fig. 4. It comprises three columns. First, the Raspberry Pi was initialized. Some necessary
libraries, like the GPIOZero library, are included. This library has interfaces for various commonplace components and more
complicated items like sensors and analog-to-digital converters. This involves the following steps: 1) configure the fire smoke and
flame sensor variable, 2) read data from sensors every 100 ms, 3) convert data from analog sensors into a digital signal via MCP3208
converter, 4) adjust values of the sensors such as fire smoke sensor and flame sensor, 5) calibrate data to visible values in percentage. 6)
The MCP308 library must be included for converting analog sensor values to digital, 7) the SMTP library for sending alert e-mails, and
8) the MQTT library for sending data to the cloud. 9) The data is then further stored, and 10) displayed on the Python console in
Raspberry.

Also, the Raspberry connection to the ThingSpeak platform is required to be checked. If there is no connection with the platform
ThingSpeak, re-checking the connection is needed until the connection is made. If the connection is made, the collected data obtained
from the sensors is passed. Regarding the software core for the proposed FDAS system, if the fire smoke sensor value is greater than 60
% or the flame sensor value is more than 35 %, it means there is a red fire alert on the farm. An e-mail is urgently sent to the farm owner
with an alert that his farm is on fire to contact the firefighters immediately and that our proposed system has started activating the
firefighting protocol. Likewise, all the data obtained through the IoT service is sent to the ThingSpeak platform and to a mobile
application, ThingView, via the MQTT protocol. Here it is possible to log in to both the platform and the application and get all the data

Switch on Raspberry Pi OS

!

Log in to RPi user interface

Check Connection
of RPi to Wi-Fi

Run Folder.py
(Python code)

}

End

Fig. 5. Flowchart of Python code-based algorithm execution on Raspberry Pi‘.
40S and Wi-Fi are the acronyms of operating system and wireless fidelity, respectively.
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related to the proposed system. This data can also be downloaded and sent back to the cloud every 2 s for the proposed FDAS system. In
this proposed algorithm, the choice of thresholds for smoke > 60 % and flame > 35 % is the result of extensive testing and calibration.
These values were determined after a series of field and laboratory tests to assess the accuracy and sensitivity of the sensors, ensuring
reliable fire detection while minimizing false positives. The 60 % smoke threshold has been set to detect a concentration that reliably
indicates a potential fire risk, without being overly sensitive to non-fire-related particles. Similarly, the 35 % threshold for flame
detection enables significant and continuous heat signatures to be detected, differentiating genuine fire situations from minor heat
sources. These calibrated thresholds ensure that the system responds quickly and efficiently while maintaining the right balance
between accuracy and reliability in the agricultural context.

Flow chart of python code algorithm execution on Raspberry Pi

The flowchart of the Python code execution algorithm on Raspberry Pi is depicted in Fig. 5. After turning on the Raspberry Pi, it was
checked that it is connected to the Wi-Fi network and logged in with the username and password to the Raspberry Pi user interface via
the virtual network computing VNC Viewer. After switching on the Raspberry Pi, a wait is required for the connection check of RPi to
Wi-Fi to be established. If the connection is not established, the data is sent to the cloud of ThingSpeak. All data sent by sensors
attached to Raspberry Pi are available, displayed on the application by ThingView, and sent an alert e-mail via SMTP protocol. One of
the most excellent aspects of working with Python on the Raspberry Pi is that it is treated as a priority syntax. The Raspberry Pi

Table 1
Pseudo code of the proposed FDAS scheme.

Algorithm. Fire detection and anti-fire security system algorithm representation.

1: Define:
2: Fire smoke sensor — FSs
3: Flame sensor — Fs
4: Seconds - s
5: Initialize RPi — IRPi
6: Initialization of fire smoke sensor — IFSs
7: Initialization of flame sensos — IFs
8: Update fire smoke sensor — UFSs
9: Update flame sensor — UFS
10: Digitalization of fire smoke sensor — DFSs
11: Digitalization of flame sensor — DFSs
12: Calibration of fire smoke sensor — CFSs
13: Calibration of flame sensor — CFs
14: Storage and display on the console — SDc¢
15: Collecting data — CD
16: App ThingView — ATv
17: Cloud ThingSpeak — CTs
18: Turn on anti-fire — TonAF
19: Turn off anti-fire — ToffAF
20: Send alert e-mail — SAE
21: Cloud ThingSpeak — CTs
22: App ThingView - ATv
23: Send data to cloud ThingSpeak — SDCTs
24: Send data to app ThingView — SDATv
25: Inputs: {FSs:Fs} < Sensors
26: Output: {TonAF: ToffAF: SAE: SDCTs: SDATv} « State of the FDAS System
27: Initialize RPi
28: Include Libraries: {GPIO: MCP3208: SMTP: MQTT}
29: Initialization of FSs, Fs
30: Begin
31: Repeat for each period of 2S:
32: UFSs, UFs « update (FSs, Fs)
33: DFSs, DFs < digitalization (FSs, Fs)
34: CFSs, CFs « calibration of the (FSs, Fs)
35: SDc of FSs, Fs « Storage and display on the console of the (FSs, Fs)
36: if (RPi is connected with CTs)

37: CD

38: if (FSs > 60 % or Fs > 35 %)

39: SAE

40: TonAF

41: else

42: ToffAF

43: SDCTs, SDATv « SD to CTs and ATv
44: end if

45: else

46: Trying to connect RPi to CTs
47: End Repeat

10
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foundation chose Python as the primary language because of its 1) strength, 2) adaptability, and 3) ease of use. Python is pre-installed
on the Raspberry Pi so that the start can be obtained immediately. Many programmers still prefer Python because it is much easier to
use. Python hides much information from the programmer, which can aid with debugging. The type of each variable is not required to
be described in the code since Python is a dynamically typed language; Python will do it for us. In statically typed languages (such as C,
C++, or Java), on the other hand, the kinds of variables must be defined.

The pseudo code of the proposed FDAS system

The pseudo-code is presented here to program, develop, and plot the algorithm’s structure. Table 1 provides the terminology for all
operations used in pseudo-code, including input, processes, and output from line # 1 to 24. It also represents the algorithm of the
proposed FDAS system. Here lines # 25 and 26 illustrate the input and output of the system. Lines # 27 to 29 represent the initial-
ization of RPi, including the libraries and initialization of FSs and Fs. Lines # 31-47 include the repeat function. This consists of the 1)
function that this system will operate with, 2) starts from reading the sensors, 3) processing these values, 4) then giving commands to
the outputs, and 5) includes extinguishing the fire and sending data to the cloud. The repeat function contains: 1) update of the FSs and
Fs (UFSs, UFs); 2) digitalization of the FSs and Fs (DFSs, DFs); 3) calibration of the FSs and Fs (CFSs, CFs); 4) storage and display on the
console (SDc) of the FSs and Fs;5) trying to connect RPi to cloud ThingSpeak (CTs); 6) collect data (CD); 7) send an alert e-mail (SAE);
8) turn on anti-fire, and finally 9) send data to cloud ThingSpeak (CTs) and app ThingView (ATv).

The hardware requirements

Table 2 lists the hardware requirements for implementing the proposed FDAS system, its functionality, and its utilization. The
Raspberry Pi 3 b+ is a PI series developer board. It is classified as a single-board computer with a LINUX operating system. It has a lot of
functions and a fast processing speed, so it is ideal for advanced applications, such as agricultural systems, where it may increase
productivity and prevent fires. The choice of the various items of equipment required, as shown in Table 2, is based on a number of
technical and functional considerations that are essential to guarantee the effectiveness and reliability of the fire detection and warning
system. Firstly, the Raspberry Pi 3 is an optimal choice for this fire detection system due to its balance of processing power, versatility,
and strong support for IoT applications, which are critical for ensuring the effective operation of sensor data processing, real-time
communication, and cloud integration. Equipped with a quad-core ARM Cortex-A53 processor and 1GB of RAM, the RPi 3 is well-
suited for handling simultaneous tasks, such as collecting and processing data from multiple sensors, converting analog inputs via
the MCP3008 ADC, and managing MQTT-based communication for seamless data transfer to the cloud. Its multiple GPIO pins provide
extensive compatibility with a range of sensors, including flame and smoke detectors, while the MCP3008 ADC ensures accurate
analog-to-digital conversion for reliable data acquisition. The Raspberry Pi 3 built-in Wi-Fi and Ethernet connectivity allows for
flexible and secure data transmission, supporting protocols such as MQTT that are essential for efficient cloud integration and real-time
monitoring on platforms like ThingSpeak. This connectivity further enables the RPi 3 to handle SMTP-based email alerts, which can
automatically notify farmers of any detected fires, promoting rapid response. The Raspberry Pi’s capability to run Python and access
various libraries simplifies the implementation of automated notifications, streamlining both local processing and network commu-
nication tasks. Although alternative boards, such as the ESP32, BeagleBone Black, and Arduino with additional shields, could
potentially fulfill some system requirements, each presents limitations in multitasking, processing power, or ease of integration
compared to the Raspberry Pi 3. The ESP32, while cost-effective and equipped with Wi-Fi and Bluetooth, lacks the Raspberry Pi 3
multitasking capability, which is crucial for managing multiple data streams and cloud communications. Arduino-based alternatives
provide basic analog reading and control capabilities but lack the high-level processing required for tasks such as real-time analysis,
email alerting, and seamless cloud integration. Consequently, the Raspberry Pi 3's unique combination of performance, connectivity,
and adaptability makes it the most robust and scalable choice for this real-time fire detection application in agriculture, ensuring
reliable monitoring, timely alerts, and overall system efficiency.

Secondly, the MCP3208 was selected as the analog-to-digital converter (ADC) because of its ability to process the analog signals
emitted by the flame and smoke sensors. This 8-channel, 12-bit resolution device converts analog values into precise digital data,
making it easy to interface with the Raspberry Pi. Its use is crucial, as it enables reliable data acquisition and rapid interpretation of
detection signals, which is essential for reacting in real-time to emergencies. The flame and smoke sensors were chosen for their
sensitivity and specificity in detecting fires. The KY-026 flame sensor effectively detects the infrared radiation emitted by flames, while
the MQ-135 smoke sensor is capable of identifying harmful particles and gases associated with combustion. Together, these sensors
provide comprehensive coverage for early fire detection, reducing the risk of property damage and injury. In addition, the relay has
been integrated into the system to control the activation of extinguishing devices, such as pumps or sprinklers. This component
provides electrical isolation between the detection circuit and the extinguishing equipment power supply circuit, guaranteeing safety
when fire-fighting systems are activated. On the other hand, the power supply has been carefully selected to provide the necessary
energy for the entire system. A stable and adequate power supply is essential to ensure that the sensors, the relay, and the Raspberry Pi
work properly. This not only ensures the reliability of the system but also its resilience to voltage fluctuations, which is crucial in
emergencies. The hardware components shown in Table 2 were selected on the basis of their performance, compatibility, and ability to
work together coherently to provide an effective and responsive fire detection and warning system.
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Results and discussion of the FDAS system

In this section, experiments were carried out to evaluate the efficacy of the proposed fire detection system. To ensure robustness,
seven individual alternate situations were considered where each had its own circumstances and difficulties. The goal of this study is to
assist farmers in preventing and minimizing the harm that fires can inflict, which can have a considerable effect on agricultural output
and food security. Farmers may detect fires in real-time and take prompt action to stop the spread of the fire by having access to a low-
cost, simple-to-use, and reliable fire detection system. The innovation of this work is how [oT, embedded systems, and sensors are
combined to provide a complete and dependable fire detection system for smart agriculture. The proposed system has four technology
levels: 1) the edge network layer, 2) the fog network layer, 3) the cloud computing layer, and 4) the data representation layer. The
suggested system makes use of these technologies’ strengths to deliver prompt alarms and real-time sensor data monitoring, allowing
farmers to respond quickly in the event of a fire. In this section, the implementation of the FDAS system has been made using the
ThingSpeak platform and the application ThingView. Moreover, the results of an alert e-mail in the event of a fire by sending an urgent
message to the farm owner are processed. The study and visualization of data in real-time by ThingSpeak using online analysis tools are
made. The proposed scheme is then compared with the latest scientific paper in the same field.

Experimental results of the FDAS system

The experimental findings of the proposed FDAS system based on the IoT and Raspberry Pi devices are expressed. The values of the
sensors on the Raspberry Pi terminal via the VNC viewer are shown in Fig. 6. The graphic shows the smoke sensor value and flame
sensor value in mV in the first and second columns, the smoke fire sensor value and flame sensor value in percentage, sensor ID in the
last column, and Fire state. Moreover, a background Python program continually enters real fire smoke and flame readings into the
database. The analog input code function is the A/D converter theoretical digital output code. The analog input voltage range is
determined by the reference input (voltage reference) for each device. The least significant bit (LSB) size decreases as the reference
input decreases significantly. The reference input and the input signal [50] demonstrate how the output value is derived from the input
and reference voltage using (1). A value of 4095 is utilized while calculating the maximum output value as follows:

Vout = 4095 X Vin/ Vet 1)

where V¢ is the digital output voltage, Vi, is the analog input voltage, and Vi is the reference voltage.

/2| 192.168.100.219 (raspberrypi) - VNC Viewer - oIEN

Docu...

ppp——
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Fig. 6. Raspberry Pi terminal.
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The MCP3208 converter reads values from 0 as the minimum and 0.99 as the maximum. To make the reading procedure easier for
the user or farm owner, a function is utilized to calibrate the sensor value from 0 % to 99 % as a maximum value. For calibration, the
numerical value 10 is used so that the sensor values reach from 0 % to 99 %, as shown in (2).

Yecal = Yncal X 10 2

where Y, is the non-calibrated output and Y., is the calibrated output in %.

The test results are shown in Table 3. This table contains the 1) test count, 2) fire smoke sensor value, 3) flame sensor value, 4) fire
status, 5) firefighting, 6) sending data to the cloud, 7) sending an e-mail alert, and 8) the time of sending data to the cloud. The ac-
curacy of our proposed system is also shown in the last column which was found to be 100 % accurate for all the tests. The farm had no
fire in cases 1, 2, 6, and 7. If there was no fire announcement, the reaction was opposite in cases 3, 4, and 5, where it was a fire, so that
the anti-fire system is activated to put out the fire and sent an alert e-mail to the owner of the farm. Whether there is a fire or not on the
farm, all data is sent to the cloud ThingSpeak and app ThingView.

The fire smoke sensor and the flame sensor in the suggested system detect the presence or absence of a fire in smart farming. The
system detects a fire when the smoke sensor reading is more than 60 %, and the flame sensor reading is more significant than 35 %. This
can be seen in Fig. 7 and Table 3 respectively. In the case of a fire and the absence of cayenne in agriculture, Fig. 6 depicts the fire
smoke sensor visual and the flame sensor data output.

Utilizing the Putty and VNC viewer interface to simulate the system, together with the cloud ThingSpeak, app ThingView and SMTP
browser, to get the results shown in Table 3. The flame sensor and the smoke sensor are two different types of sensors that the fire
detection system utilizes to find fires. The readings of the smoke sensor and flame sensor during the testing were noted in Table 3.
Analysis of the experimental results revealed in Table 3 provides valuable insights into the effectiveness of the proposed fire detection
system. A total of seven tests were carried out at different times, measuring smoke and flame sensor values, fire detection status,
activation of the fire detection system, sending data to the cloud via ThingSpeak, sending e-mail alerts via the SMTP protocol, response
time, and system accuracy. Tests 1 and 2: The smoke detection values were 44.56 % and 44.58 % respectively, while the flame
detection values were 14.25 % and 15.54 %. In these cases, the system correctly identified the absence of fire (‘No Fire’), and the anti-
fire system remained deactivated (OFF). The data was sent to the cloud, but no e-mail alert was generated. The response time for these
tests was 2 s, and accuracy was maintained at 100 %, demonstrating reliable detection. In addition, tests 3, 4, and 5: These tests showed
significant detection values, with 64.10 % and 43.66 % for test 3, 73.23 % and 60.14 % for test 4, and 81.23 % and 72.33 % for test 5. In
all these cases, the system detected a fire and activated the fire protection system (ON). The data was successfully transmitted to the
cloud, and e-mail alerts were also sent to the users concerned. The response time, at a constant 2 s, demonstrates the rapid respon-
siveness of the system, with 100 % accuracy for these tests. On the other hand, in tests 6 and 7: In these tests, the smoke detection
values were 44.92 % and 44.65 %, and the flame detection values were 21.01 % and 17.23 % respectively. As with tests 1 and 2, the
system confirmed that there was no fire and kept the fire suppression system in the OFF position. The data was sent to the cloud, but no
e-mail alert was generated. Response time remained at 2 s, and accuracy was maintained at 100 %. The experimental results validate
the effectiveness and reliability of the proposed fire detection system. The tests demonstrated the system’s ability to correctly detect
fire situations, activate the appropriate safety measures, and quickly inform users, underlining the potential application of this
technology in various environments such as smart homes and agricultural fields.

Table 2

The hardware requirements.
Serial Hardware Functionality
No.

Raspberry Pi 3 The Raspberry Pi 3 Model B+ is a high-performance development board featuring a 1.4 GHz quad-core 64-bit processor, dual-

b+ band connectivity (2.4 GHz/5 GHz Wi-Fi), Bluetooth 4.2/BLE technology and fast Ethernet with Power over Ethernet (PoE)
capability. Combining server and microcontroller functions, it is compatible with real-time operating systems, making it ideal for
IoT and automation applications requiring high computing power, immediate responsiveness, and real-time data management
[49].

Flame Sensor The KY-026 flame sensor is a detector sensitive to the infrared radiation emitted by flames, designed to quickly identify the
presence of fire in a monitored area. It is equipped with an infrared receiver that detects light variations specific to flames,
guaranteeing reliable detection even in partially lit environments. This sensor is particularly well suited to fire safety and real-
time warning applications in automated systems. [31].

Fire Smoke The MQ-135 smoke sensor is a highly sensitive gas detector, capable of detecting a variety of noxious gases such as ammonia,

Sensor carbon dioxide, and hazardous vapors, including combustion smoke. It is widely used for the detection of air pollution and the
rapid identification of smoke concentrations, making it an essential component of fire detection systems [39]

MCP3208 The MCP3208 is a versatile and reliable ADC chip that finds widespread use in the conversion of analog signals to digital data,

particularly in applications involving multiple sensors or analog input sources. Its SPI interface, multiple channels, and 12-bit
resolution make it a valuable component in a variety of electronic systems. The MCP3208 analog-to-digital converter with
Rasberry Pi will be utilized. The MCP3208 converter provides 8 channels of a 12-bit rate [50].

Relay A relay was used to control the sprinkler system (pump), which acts as an anti-fire device by activating the extinguishing
mechanism as soon as a fire is detected.

Anti-Fire This including a pump or sprinkler system acts as an extinguisher by spraying water to control the fire and prevent it spreading.

Power Supply A power supply has been set up to provide the energy required to operate the proposed system, ensuring a stable and continuous

supply to all components.

13



A. Morchid et al. Scientific African 27 (2025) 02559

Table 3
Experimental results of the FDAS system.
SR No. Fire Smoke Sensor Flame Sensor Status Anti-Fire Send Data to Cloud Send Alert E-mail Response Time Accuracy
1 44.56 % 14.25 % No Fire OFF Yes No 28 100 %
2 44.58 % 15.54 % No Fire OFF Yes No 25 100 %
3 64.10 % 43.66 % Fire ON Yes Yes 25 100 %
4 73.23 % 60.14 % Fire ON Yes Yes 28 100 %
5 81.23 % 72.33 % Fire ON Yes Yes 25 100 %
6 44.92 % 21.01 % No Fire OFF Yes No 2S 100 %
7 44.65 % 17.23 % No Fire OFF Yes No 2S 100 %

12:10 12:11 12:12:00 12:13 12:14 12:15 12:16 12:17 12:18 12:19
min min min min min min min min i min

L —

Fire Smoke % Flame %

Fig. 7. Values of the fire smoke and flame sensor.

Table 4
Duration of sending and receiving e-mail notifications.
Testing Sending Time Receiving Time Round-Trip Time
(s) (s) (s)
1 7.10s 8.80s 1.70 s
2 7.30s 9.16 s 1.86s
3 2.04s 3.97 s 1.92s
4 3.18s 4.72's 1.54s

Sensors output on the ThingsSpeak cloud and ThingView App

ThingSpeak is a cloud-based IoT analytics platform that allows to 1) collect, 2) visualize, and 3) analyze the data in real-time.
ThingSpeak provides real-time representations of the data obtained from the proposed system. It can perform online analysis and
data analysis for the FDAS system as it comes by implementing MATLAB code in ThingSpeak. The data from the fire smoke sensor was
shown on a line graph in Fig. 8, along with a numerical value. The x-axis of the line graph represents the date as determined by the data
obtained. In contrast, the y-axis represents the range of integers from zero to 100, representing the percentages of smoke levels in smart
agriculture. It recorded a percentage in the graph of 49.76 %, and the lowest peak was 21.37 %. The farm owner may now connect to
the cloud and use the graphical output to analyze the farm status. Fig. 9 on ThingSpeak shows some flame sensor data in smart
agriculture. The flame sensor measurement fluctuates between 25.61 % and 13.86 %. Fig. 10 shows the channel display widgets fire
smoke (a) and flame (b) reading.

Fig. 11 demonstrates how to read numerous variables from an existing ThingSpeak channel and create a scatter plot to investigate
the correlation between smoke and flame. In this work, the template is changed from one of the MATLAB Analysis to MATLAB
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Fig. 8. The output of the fire smoke sensor on ThingsSpeak.
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Fig. 9. The output of the flame sensor on ThinkSpeak.

Visualizations app code templates. Every 15 s, the Raspberry pi microcontroller uploads the smoke sensor and flame sensor readings to
the ThingSpeak IoT analytics platform and plots them. A farmer may use ThingSpeak as an effortless and straightforward way to collect
data about the farm in real-time to avoid agricultural losses due to fire. A MATLAB script was developed using the template code
provided in MATLAB visualization software to generate a wind speed visualization from the ThingSpeak channel. The wind speed
graphic obtained on the same can be seen in Fig. 12.

The location of channels and specific changes to channel content can be tracked. In this location 372, a channel sitemap was
established that differed from the feed data location in 373 formations. The "Channel Settings" tab was processed in the channel view.
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Fig. 10. Channel display widgets fire smoke (a) and flame (b) reading.
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Fig. 11. Correlation between fire smoke and flame.

The 374 location was displayed, and the channel latitude and longitude are entered adequately. Fig. 13 shows location 375 and how
the channel map is now featured in private and public channel views. Morocco is situated at 376 on the northern frontier of the African
continent between latitudes 21°N and 36°N 377 and longitudes 1°W and 17°W. With the help of the Raspberry Pi, the number of
sensors is sent directly to the web application over the internet. The values are presented as a graph so that past values can be easily
checked, and future values can be expected from the output sensor of a web application (See Fig. 14). Therefore, a farmer uses the
ThingView app to get information about the farm directly in the app whether there is a fire on the farm or not.

Expert data and send alert E-mail

ThingSpeak displays measurements in real-time, which may be readily shared and integrated into third-party web apps. The online
interface may export data as comma-separated values (CSV) text files. Fig. 15 depicts the sensor results saved in the channel’s database
on the ThingSpeak platform. There are four columns in Fig. 15. 1) The first column displays the precise time of data collection. 2) The
second column was the "entry ID," the data collection sequence. 3) The data collected from the smoke sensor was the third column. 4)
The data from the flame sensor was in the final and the fourth column, "field2." All the information was gathered in one package.

Once the system obtained data for an agricultural environment and sent it to the ThingSpeak cloud and the ThingView application,
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Fig. 14. (a) fire smoke sensor, and (b) flame sensor output in ThinkView app in real-time.
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Fig. 15. Database export.
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Fig. 16. The alert e-mail test.

an alert e-mail was sent to the farm owner to verify that the message was received, as shown in Fig. 16. To allow access to the SMTP
server in Gmail from our app, the Gmail account was logged in with the log-in details. When a fire is detected in smart agriculture, the
proposed FDAS system sends an urgent message to the farm owner informing them of a farm fire. This can also be seen in Fig. 17.

The method to send a fire alert email to the farm owner when a fire is discovered is defined in this article to get the time an email
takes in milliseconds. The send-time variable is designed to keep track of the email’s millisecond-level send time. The receive time
variable is designed to hold the time, in milliseconds, at which the email is received after being sent. The email’s round-trip time,
expressed in milliseconds, is then used to determine the round-trip time variable, as illustrated in Fig. 18. The round-trip time is equal
to the difference between the time it is received and the time it is sent. The internet throughput, including the Wi-Fi connection’s speed,
affects the round-trip time for sending an alert email. The email will get to the farm owner faster since a better internet connection will
often result in a shorter round-trip time. It is important to keep in mind that the round-trip time can also be impacted by variables like
network congestion, server load, and email message size. Yet, as SMTP protocol is a highly quick technology, a faster internet
connection will typically lead to quicker email delivery times. In order to guarantee that alarm emails are issued and received as
promptly as possible in the event of fire detection in smart agriculture, it is crucial to ensure that the system is using a dependable and
speedy internet connection. Testing the time between sending and receiving e-mails when a fire is detected in smart farming. The SMTP
protocol sends and receives e-mails, as shown in Table 4. The following results can be inferred from the test results given in Table 4.
When the fire is on the farm, the proposed system takes about 1.75 s to send and receive e-mail alerts as shown in the four tests. Since
the Raspberry Pi must always be connected to the internet, these findings are significant in the time because the system uses an anti-fire
system when it detects a fire. It also sends an e-mail alert warning of the presence of a fire in a short period allowing firefighters to
respond quickly and extinguish the fire and avoid agricultural and human losses. One advantage of the e-mail alert is that this in-
formation may be sent to 1) farm owners, 2) workers, and 3) firefighters, which is a massive benefit in smart farming.

= M Gmail Q Rechercher dans les messages = @ & i o
« @ O ® 28 0 ¢ B8 D i Fr~ B
4/ Nouveau message
i =/l Alert: Fire detected oitederéception x -
E] Boite de réception 27
¥r Messages suivis @ morchideda@gmail.com 27mai20221235 f &« : @
@® Enattente Ak
B> Messages envoyés Ha anglais v > frangais v Traduire le message Désactiver pour : anglais x 3
[ Brouillons 25 Hello Dear: Farm Owner
There is a fire on your farm
Ve Plus Please hurry to put out the fire
Our system puts out the fire now +
Libellés -5 Please call firefighters.
® annuler

Fig. 17. Alert e-mail.
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£P 192.168.43.128 - PuTTY

Fig. 18. Test alert e-mail round trip time on PuTTy terminal.

Table 5
Comparison of related research”.
Paper Year  Platform Cloud Microcontroller Data Communication Send Sensor Programming
ID with Wi-fi module Analytics Protocol Alert E- Calibration Language
mail (Threshold
Selection)
[28] 2019 No Arduino Uno No No No No Arduino IDE
[30] 2021 Ubidots platform ESP32 No No No No C++
[32] 2021  Web page Arduino Mega 2560  No Yes (HTTP) Yes No Arduino IDE
and ESP8266 (SMs)
[34] 2021 No Arduino Uno No No No No Arduino IDE
[39] 2020 Web page Arduino Mega, No Yes (HTTP) Yes No Arduino IDE
ESP8266 and (SMs)
nRF241L01
PS 2024  ThingSpeak Cloud Raspberry Pi 3 b+ Yes Yes (MQTT and Yes Yes Python
And Android SMTP) (Alert
Application email)
(ThingView)

5 PS, SMTP, MQTT, and IDE are the acronyms of the proposed scheme, simple mail transfer protocol and message queue telemetry transport, and
integrated development environment, respectively.

Discussion and comparison

The authors of the research [12] emphasize that fundamental information on the causes and consequences of forest loss might aid
managers in understanding current trends brought on by anthropogenic climate change and human activity. By comparing forest loss
and fires across several years, it is possible to determine that intense wildfires are the direct cause of roughly half of the forest loss. The
authors of the research [14] provided a literature evaluation that was done to examine how digital agricultural technologies may
prevent/reduce food loss and waste from a global viewpoint, or how little they can do so. The authors of the work [15] provide a
thorough analysis of contemporary methods for detecting forest fires that are based on cutting-edge routing protocols such as proactive
optimal link state routing, reactive location-aided routing, and dependable routing protocol. The authors of the article [16] suggest an
edge computing-focused approach that makes use of the idea of mobile hubs. The created IoT fire detection prototype application
employs event processing agents that operate on the smartphones that forest guards carry and is based on the ContextNet middleware.
In this study [17], the design and implementation of an IoT-based system that can forecast and detect forest fires and notify the precise
position of concerned authorities to aid firefighting personnel in putting the fire out in the area are presented. To offer a better fire
inspection solution, the authors of the study [25] concentrate on real-time detection and abnormal condition prediction using a
collection of wireless equipment of fire water systems. This study’s major objective is to increase fire extinguishing effectiveness.
Rescue and firefighting efforts are essential, and hidden or dry fire hydrants may result in firefighting failures. This study [26] im-
plements a smart fire detection system using sensors like smoke sensors and flame sensors that simultaneously protects people and
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valuable goods by alerting property owners, emergency services, and neighborhood police stations to the fire. In this work [27], a
dataset of actual forest fires was utilized to identify the real-time behavior of IoT sensors. This will facilitate higher operational ef-
ficiency, throughput, and secure field network management decisions for the precision agricultural sector. According to this study
[311], afire safety system is developed and put into use using a new embedded board that is based on the Atmega328p microcontroller
to handle fire control and extinguishing at the level of smart farms. The recommended board runs and monitors itself (automatic
maintenance of the siren and the sprinklers). The suggested fire prevention system of the new integrated board consists of a voltage
sensor, an H-bridge, an ATMega328p microcontroller, a flame sensor, an MQ-135 gas sensor, a water sprinkler, and an electronic relay.
The system is simulated via the EasyEDA (electronic design automation) online software tool.

Although earlier research on fire detection produced useful findings, it seldom used modern technology like the IoT, embedded
systems, and sensors to gather data and transfer it to the cloud to remotely monitor the farm via a platform or application. The
proposed system has four technology levels: 1) the edge network layer, 2) the fog network layer, 3) the cloud computing layer, and 4)
the data representation layer. These technologies have the potential to significantly improve the precision, responsiveness, and us-
ability of fire detection systems. By using the architecture of IoT and embedded systems, this paper’s fire detection system can collect
data from sensors and send it to the cloud for analysis and display on a platform or application in real-time. The system also makes use
of alert email to quickly notify the farm’s owner so they have plenty of time to take appropriate action. The study also presents sensor
calibration, which is important for guaranteeing that the data gathered is precise and simple for users to comprehend. Overall, the
application of modern technology in this system has the potential to significantly improve agricultural fire detection and prevention,
which is what distinguishes this study as more unique and innovative.

Table 5 compares the results of the current papers with our proposed FDAS system. The different vital features of systems are
compared, such as 1) platform cloud, 2) hardware of the Wi-Fi controller, 3) data analytics, 4) protocol communication, 5) ADC
converter, 6) e-mail alert function, 7) sensor calibration (threshold selection), and the 8) programming language used to program
systems. The scientific papers presented in the table relate to firefighting systems. These scientific papers differ in terms of the con-
clusions reached by the researchers. The authors of the research [28] and [34] did not use the IoT to send data to the cloud. Thus, the
data was not observed or processed using the e-mail alert. The same is true for the authors of the paper [30]. It was expected to utilize
the Ubidots platform. This platform has minimal advantages so that the farm owner can only observe and not analyze or deal with the
data. The authors of the papers [32] and [39] used a cloud (web page). However, this cloud has minimal advantages, so the data can
only be observed and cannot be analyzed or dealt with by the farm owner. Note that not all searches provide sensor calibration. The
work has provided sensor calibration to make it easier to read values for users. On the other hand, the ThingSpeak Cloud and Android
Application (ThingView) were utilized in the proposed system. This platform enables to monitor and analyze the data using the
features of the MATLAB (MathWorks) lab. The data can also be downloaded. In addition to that, an e-mail alert was sent using the
SMTP protocol. Most of the other researchers used the Arduino IDE programming language which is a limited language in terms of
features. The Python language, Python language was utilized for programming the research. Python is an excellent language, espe-
cially for IoT issues. The Raspberry Pi 3 version B units were utilized because of the provision of extra features. The processor of these
units is very efficient with 4 cores and high speed. There is no need to add Wi-Fi or Bluetooth modules besides the low cost which is
critical to the cost of the proposed system, unlike most of the Arduino limited performance.

The findings demonstrate that a cloud-based IoT system efficiently: 1) collects, 2) stores, 3) analyzes, and 4) presents environmental
data for the proposed system. When a farm fire is detected, the fire detection and anti-fire security FDAS system automatically sends e-
mail notifications. An e-mail message takes an average of seconds to send. This is considered a viable solution. To eliminate the fire
problem diagnosed by the study [5] done by the UNEP and GRID-Arendal, where it was found that climate change and the use of
climate change are projected to contribute to increased fire risk. Wildfires are expected to grow in frequency and severity with a global
increase of up to 14 % by 2030, 30 % by the end of 2050, and 50 % by the end of the century. Thus, the proposed system is char-
acterized by effective results at a lower cost.

Conclusion and future work

This paper proposed an FDAS system using the IoTs in smart agriculture. The proposed system uses an embedded system like a
Raspberry Pi. Moreover, sensors were also utilized, such as a fire smoke sensor to measure the amounts of fire smoke in the air and a
flame sensor to measure the percentage of fire in an area. The proposed system is more efficient, robust, and reliable. This system can
be implemented in all areas, the most important of which are areas that include oases, agriculture, and the forest. The proposed system
has valuable and easy-to-use features using a computer capable of real-time processing and sending data via the IoTs. In addition to
that, the sensors are more 1) sensitive, 2) cost-effective, and 3) reliable. In general, these sensors are more effective than conventional
fire detection systems. The online sensor data was sent to the ThingSpeak cloud via MQTT for further visualization and analysis. The
available data is stored, processed, and visualized by the ThingSpeak platform in real-time. The data was also sent to an application,
ThingView. An e-mail alert is sent to the farm owner if a fire is detected using the SMTP protocol. When a fire is detected, the proposed
system operates at record speed to put out fires at record speed with an average e-mail sending time of 1.75 s. The data was prepared,
filtered, and analysed using the MATLAB analysis application and the Python programming language to develop the source code. The
performance results of the proposed scheme show an accurate fire detection and anti-fire system performance for improving food
security and sustainability in agriculture. An essential set of results was obtained and compared to other scientific papers, especially
since studies are confirming that the rate of fire outbreaks will rise in the coming years. The study utilized new technologies such as the
IoTs, embedded systems, sensors, and communication protocols. The study will reduce fire hazards in smart agriculture and have many
benefits, including 1) preserving green fields, 2) crops, 3) lives, 4) improved agricultural sustainability, 5) ensuring food security for

21



A. Morchid et al. Scientific African 27 (2025) 02559

the global population, and hence 6) an improved operational efficiency and productivity. In future work, it is aimed to focus on
temperature monitoring and analyze its variants in different regions globally. This could be a major contributing parameter to the
efficiency optimization of the firefighting system. This will be further canvassed by utilizing embedded systems-based IoT and image
processing for fire detection in the green world and smart farming.
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